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Date: May 18, 2016
Pre-Proposal Meeting: May 23, 2016 at 2:30 P.M.
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Send Hard Copies and CD’s to:
City of Columbia/Purchasing Department
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Questions must be submitted using Bid Online
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I certify that this proposal is made without prior understanding, agreement, or connection with any corporation, firm, or person submitting a bid for the same materials,
supplies, or equipment, and is in all respects fair and without collusion or fraud. | agree to abide by all conditions of the proposal and certify that | am authorized to
submit this proposal. In submitting a proposal to the City of Columbia, the bidder offers and agrees that if the proposal is accepted, the bidder will convey, sell, assign
or transfer to the City of Columbia all rights, title, interest in and to all causes of action it may now or hereafter acquire under the Anti-trust laws of the United States
and the State of South Carolina for price fixing relating to the particular commodities or services purchased or acquired by the City of Columbia. At the discretion of
the City of Columbia, such assignment shall be made and become effective at the time the purchasing agency tenders final payment to the bidder.

Authorized Signature (Print) Authorized Signature w/ Title E-mail Address
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I.  GLOSSARY OF TERMS

Actual Cost: All direct and indirect costs incurred for services, supplies, or construction, as distinguished from estimated
or forecasted costs.

Amendment: An agreed addition to, deletion from, correction or modification of a document or contract. To revise or
change an existing document; a formal revision, improvement or correction.

Assignment: Legal transfer of a claim, right, interest or property.
Capability: The ability of a bidder to fulfill the contract at time of award.

Consultant: To work or serve in an advisory capacity. A person or company that possesses unique qualifications which
allow them to perform specialized advisory services usually for a fee.

Consultant Services: Services of an advisory nature to support policy development, decision-making, administration, or
management of a business or public entity; generally provided by individuals or organizations who possess specific
knowledge, technical skills or unique abilities not usually available in house or from within the entity.

Contractor: Any individual or business having a contract with a governmental body to furnish goods, services, or
construction for an agreed-upon price.

Cost: The actual expenses incurred in delivering a product, service, or construction; includes both direct and indirect
costs, but does not include fee or profit for the contractor.

Descriptive Literature: Information, such as charts, illustrations, brochures, and technical data, furnished by a bidder, on
request as part of a bid, to describe the items offered; shows the characteristics or construction of a product, or explains
its operation to determine the acceptability of the item.

e-procurement: The use of the internet or a company's intranet to procure goods and services used in the conduct of
business. An e-procurement system can streamline all aspects of the purchasing process while applying tighter controls
over spending and product preferences.

Late Bid/Proposal: A bid, proposal, withdrawal, or modification received, at the designated place for receipt, after the
established due date and time. Procurement policies should be established in order to provide guidance regarding how
late bids/proposals are handled administratively. In most public entities, late bids/proposals are not opened and may be
returned to the bidder/proposer advising that the bid was received late (after the due date and time) and cannot be
accepted.

Mandatory: Obligatory, required by order, a provision that may not be waived.

Mandatory Requirements (Conditions): Conditions set out in the specifications/statement of work that must be met
without alteration. Not meeting mandatory requirements may be grounds for disqualification.

Offeror: The person/entity who submits a proposal in response to a Request for Proposals (RFP). One who makes an
offer in response to a solicitation. Term Bidder is interchangeably throughout this RFP. Also see definition of a
Responsible and Responsive Offeror/Bidder.

Pre-Bid/ Pre-Proposal Conference(Meeting): A meeting held by the buyer with potential bidders/offerors, prior to the
opening of the solicitation for the purpose of answering questions, clarifying any ambiguities and responding to general
issues in order to establish a common basis for understanding all of the requirements of the solicitation. This may result
in the issuance of an addendum to all potential providers. In certain situations, a mandatory conference may be
advisable

Price: The total amount, in money or other consideration, to be paid or charged for a commaodity or service; normally
includes all costs (direct labor, overhead, materials) and profit or fee.
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Principal: One who employs an agent. A person who has authorized another to act for him/her.

Responsible Bidder/Offeror: Also referred to as Responsible Proposer or Respondent. A contractor, business entity or
individual who is fully capable to meet all of the requirements of the solicitation and subsequent contract. Must possess
the full capability, including financial and technical, to perform as contractually required. Must be able to fully document
the ability to provide good faith performance.

Responsive Bidder/Offeror: Also referred to as Responsive Proposer or Respondent. A contractor, business entity or
individual who has submitted a bid or proposal that fully conforms in all material respects to the IFB/RFP and all of its
requirements, including all form and substance.

Service/Services Contract: An agreement calling for a firm’s time and effort. The furnishing of labor, time, or effort by a
firm, which may involve to a lesser degree, the delivery or supply of products.

Short List: Names of candidates that have been narrowed considerably from a longer list of top-ranked Offerors.

Solicitation: An invitation for bids, a request for proposals, telephone calls or any document used to obtain bids or
proposals for the purpose of entering into a contract.

Scope of Work/Services: A detailed, written description of the conceptual requirements for the project contained within
a Request for Proposal. The scope of work should establish a clear understanding of what is required by the entity.

(Definitions above provided by the National Institute of Governmental Purchasing, Free Dictionary.com, & U.S. National Library of Medicine)
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II. GENERAL INFORMATION
e-Procurement Software Module and Implementation

A pre-proposal meeting will be held on May 23, 2016 at 2:30 P.M. at the City of Columbia’s Purchasing Office
conference room located at 1136 Washington Street, 4t floor, Columbia, SC 29201. Sealed proposals will be
received by the City of Columbia, South Carolina, for the above titled project. This solicitation is a Request for
Proposals (RFP). Proposals must be submitted to Bid Online and hard copies received no later than 3:00 p.m.,
local time, June 1, 2016. Submittals shall be sent to City of Columbia, Purchasing Department 4™ Floor, 1136
Washington Street, Columbia, South Carolina 29201 Attn: BID#051-15-16 e-Procurement Software and
Implementation. The City of Columbia will conduct a formal selection process to determine the best qualified
respondent that meets the City’s needs and budget. A selection committee will review the proposals,
evaluate, and score. Top scoring firms will be short-listed and invited to interview (if necessary) for the project.
The determination of the successful respondent will be based on a variety of criteria including, but not limited
to, the expected quality of the service and its recommendations, qualifications and experience of the
respondent and the cost to the City.

The City of Columbia is an equal opportunity employer and encourages Local Business Enterprise (LBE), Small,
Women-owned, Minority, Veteran, or Disadvantaged or Historically Underutilized Business in accordance with
SBA guidelines and/ or similar state or federal certification programs participation to the extent legally
feasible. Local Business Enterprise Preference points will be given to any Service Provider (SP) who is certified
as a City of Columbia Local Business Enterprise.

lll. PURPOSE
The purpose of this request for proposal is to seek a qualified Service Provider to provide the necessary
system, software, training and related services for the implementation of a standalone e-procurement
software module. The anticipated start date for this contract shall be July 1, 2016. The selected SP shall be
expected to begin training to City staff in the month of July 2016. The City anticipates that the go live date for
the system to start the week of August 1, 2016.

IV. INTRODUCTION
The City of Columbia is looking to update their current online procurement module to a complete and
integrated solution that has been proven to meet the ever-changing demands of a governmental
procurement. The City has identified the following operational objectives that it hopes to accomplish as a
result of this project by applying technology systems and revised business processes:

e Improve public service by enhancing the use of accurate, timely and relevant data

e Improve decision making by providing timely and accurate procurement metrics/reports
e Lower overall cost of city-wide procurement contracts and related purchasing activities
e Improve efficiency by lowering operating cost and increasing productivity

e Improve the ability to meet the spending goals of special categories
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V. BACKGROUND

The City currently utilizes Sungard IFAS Bid Online as the source for formal solicitations. The City’s financial
management system will be upgraded and Sungard IFAS Bid Online will no longer be supported. The City
procurement activities are
e Centralized and provide services to 50 using departments/divisions
e Purchasing thresholds
0 $5000.00 and under requires one quote
0 $5000.01 to $25,000.00 requires two quotes
0 $25,000.01 and over are advertised and released through a formal solicitation

e The current registered vendor community through the current procurement module is approximately
6400

VI. SCOPE OF SERVICES

The scope of services checklist below shall be used as a guide to outline the mandatory and optional
requirements necessary to complete this project. Respondents shall be deemed non-responsive if the
mandatory requirements are not met. The Service Provider is to provide a secure and stable web-based e-

Procurement System Module to the City and shall be fully responsible for the implementation, training and
ongoing support of the system.

THIS SPACE WAS INTENTIONALLY LEFT BLANK.
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Procurement System Features & Functionality
Functionality Mandatory | Optional Not Included in
Feature | includein | Proposal on
Proposal | Page Number
XXX

Bidder Registration Site

Note: The City’s preference is for the Bidder
registration and access to the proposed system to
be provided at no additional cost to the Bidders.
Each respondent must provide information
regarding your proposed system’s registration &
bidder management capabilities and include, at a
minimum, the following:

Ability to allow Bidders to self-register online
through a customizable, configurable and user-
friendly Bidder registration process

Ability for Bidders to create and update their profile
and to attach required documents including by not
limited to: W9, special certifications, licenses, etc.

Ability for registrants to select the appropriate
commodity class code (three-digit) appropriate to
the goods and/or services provided

Ability for bidders to update profile in real time

NN N X

Ability to prompt bidders who have not had actions
or updated their accounts in three (3) years

Required field to provide company information to
include, but not limited to, name, address, phone
number(s) and contact information to receive
automatic email communications regarding bid
notifications, bid addenda and other bid notification
and general communications

AN

Provide ongoing support to the Bidders during the
registration process.

Allow for multiple company registrants but only
allow one (1) response submission per solicitation
per business TIN or associated SSN.

Explain how the restriction of one submission will
be handled.
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Procurement System Features & Functionality
Functionality Mandatory | Optional Not Included in
Feature | includein | Proposal on
Proposal | Page Number
XXX

Requires bidder to verify their information in order
to complete the registration process.

Provide the ability to reset or unlock user’s account
online.

v
v

Bidder Data Warehousing: The proposed system
shall capture, store, maintain and allow updates to
bidder data. The City identified staff shall be able to
retrieve and report on data such as:

Demographic information including multiple
addresses, service areas, contacts, phone numbers,
fax numbers and email addresses

Business classification such as whole sale, retail
manufacturer, small business, women-owned,
minority-owned, local business enterprise and other
disadvantaged businesses

Ability to provide on-demand, customizable
comprehensive reports including, but not limited to:
e Data and geographical
representations
e Disparity of the special categories

e Awards
e Special category awards by individual
categories

Include information about reports provided with the
solution, as well as the ability to add or modify
reports. Additionally provide information on tools
to modify existing reports.

Dashboard/Home Page Features & Functionality

Ability for vendors to view current procurement
opportunities at-a-glance and option to click on title
for further details

Calendaring feature for internal users to check for
upcoming procurement solicitations & activities
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Procurement System Features & Functionality
Functionality Mandatory | Optional Not Included in
Feature | includein | Proposal on
Proposal | Page Number
XXX

Public posting area for notices including, but not
limited to, awards, cancellations and suspensions

v

General System Capabilities

Auto-generate templates, including but not limited
to, Request for Qualifications, Invitations for Bids
and Request for Proposals. Templates should allow
the ability to attach files.

Include information about templates provided with
the solution, as well as the ability to add or modify
them.

Capacity to upload/download multiple attachments
per solicitation, minimum 100MB per attachment

Electronic solicitation distribution to Bidders based
on multiple National Institute of Governmental
Purchasing (NIGP) codes (five digits).

Explain how your proposed system will send alerts
to notify bidders based on the selected commodity
code(s).

Provide electronic bid notifications to bidders that
include, but not limited to the following: Public
Announcement, Notice of Intent to Award,
Statement of Awards, Notice of Cancellation, Pre-
Qualified Providers or Product Listing

Facilitates electronic routing of solicitation for
review and approval by multiple on pre-established
approval users

Transmit bid information to newspapers and other
websites for official advertising requirement
through an auto email process

Capability to conduct online solicitation conferences
(i.e. video conferencing for IFB/RFQu or RFP pre-
proposal or pre-bid conferences)




BID#051-15-16

e-Procurement Software Module and Implementation 10
Procurement System Features & Functionality
Functionality Mandatory | Optional Not Included in
Feature | includein | Proposal on
Proposal | Page Number
XXX

e-Bidding for Construction bid opportunities

Plan Room or access point for the uploading of
plans by City staff and the retrieval of information
by prospective bidders

AN

Bidder’s Response & Submission

Provide bidders and internal staff with time and
date stamps for various functions including but not
limited to bid submission, questions, revisions, etc.

Provide bidders automatic electronic confirmation
of successfully received responses

Capability to allow bidders to revise or delete bids
prior to bid due date

Evaluation, Tabulation & Award Functionality

Electronically time stamp bid responses and security
of sealed bids until opening date and time

SN X

RFP automated evaluation functions, including
sharing documents, evaluation criteria
development, pre-qualifying prior to evaluation,
review/score/rank matrix with/without knowledge
of pricing, monitor evaluator status, including
consensus scoring, automatic and custom email
notifications, tracking of notes and information
disseminated and collected from evaluation

Performs real-time, online bid tabulation and sealed
bidding downloadable into MS Excel and Adobe PDF

Capability to accept alternate bids, multiple bids,
etc.

Ability to award by line item, lot or lump sum totals

Capability to automatically rank bid proposals,
using, but not limited to, quantity, unit price, tax

and shipping charges

ANANEENERN
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Optional Features

Small Quotes & Informal Solicitations Module

Capability to release small quotes that do not
require formal advertising by sending requests out
to multiple vendors registered under select
commodity codes. This may include utilizing a
general bulletin board for informal advertising the
goods and/or services with an active hyperlink to
email informal quotes directly to the buyer.

PunchOut Catalog option for Online Shopping for
small purchases of office supplies, hardware needs,
etc.

System capable of automatically posting small
procurement awards made by the City.

Ability to save and retain a previous shopping list
for routinely purchased items.

Reverse Auctions Module

Ability to conduct reverse auctions for various
commodities and services

Data Management and Retention

The operational data must be immediately available via online query to properly authorized system users for
the life of the system. Indicate the minimum and maximum periods of time that the City’s data can be
retained by the proposed system. In the event of the expiration or termination of the contract between the
City and the Service Provider please refer to the Cloud Computing Terms (Appendix 1V). Additionally, describe
the process and costs for the transferring of all retained data.

VI. SYSTEM SOFTWARE

The City requires a standalone hosted system that has been designed using modern technology and proven in
an environment similar to the City’s. The SP shall maintain and support the system. The SP shall adhere to the
software requirements and cloud computing terms and conditions (Appendix IV and V).

Additionally, the following are requirements for the software:

° Shall provide all required software to implement the proposed system.

° Shall assume that the City does not have existing software.

. Shall provide all required licenses (e.g., direct and/or third-party) required to provide access to
all authorized users of the system.

° Shall assume that any given time approximately 15-25 users may be authorized to use the

proposed system.
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Shall assume that at any given time approximately 15-25 users may be actually using the
system at the same time (concurrent users).

Shall meet the Cloud Computing Terms and Conditions, Appendix IV and V, requirements
provided by the City’s Information Technology Department.

Shall indicate the maximum number of concurrent users that the system will allow without any
impact on system performance.

The SP shall identify browser types and versions supported by the proposed solution. Microsoft
Internet Explorer 9 and above are the preferred browsers for the City.

Ensure SSL support is configured for the system.

Passwords and user ids must be transmitted and stored in a secure manner.

System Security

The City requires a system that supports robust and flexible security. Since this system will contain sensitive
personal information and will be used by a variety of users from different divisions the City must ensure that
the system complies with all security regulations and guidelines required by law. The SP shall explain their
overall approach to security, especially when the system is shared by a range of users.

The following are security compliance requirements:

The system shall provide password policy controls.

The system shall provide audit reports that detail user activity.

The system shall provide a mechanism for users to change their own passwords.

The system shall provide a mechanism for the system / security administrator to enable or
disable user accounts and change user security settings, including passwords.

The system shall provide features which prevent non-authorized users from viewing, modifying
or deleting data

VIl. DOCUMENTATION, TRAINING AND SUPPORT

Training

Training of the proposed system is essential. The Service Provider is expected to provide details on the on the

following:

The rollout process

Training materials for administration and task functionality to include reports and template
creations

Duration and frequency of formal training; training shall be provided to the procurement staff
and essential City personnel as deemed necessary

Easy to use and maintain online help or frequently asked questions

Permission for users to make unlimited copies of documentation

Proposed training opportunities for registered bidders using the system

Service offering to provide offering to provide ongoing support to the Bidder during the
registration process



BID#051-15-16
e-Procurement Software Module and Implementation 13

Support

The Service Provider shall clearly explain the levels of support for the City and the bidders that it offers. The
support shall include:

° Customer support to the bidder during the registration and submittal of response process 24
hours 7 days a week

. Bidder shall be able to respond or view bids 24 hours 7 days a week

° Support to the City, as needed, via email, phone during business hours (Eastern Standard Time)

Elaboration and clarification

The City may ask any or all respondents to elaborate or clarify specific points or portions of their proposal.
Clarification may take the form of written responses to questions or meetings to discuss the RFP and/or the
participant’s response. If you make assumptions about the meaning or accuracy of information contained
herein, you should state the assumptions in your submission. If you do not ask questions or clarify any
assumptions the City will assume that you agree with and understand the requirements in the RFP. Any
exceptions to the terms, conditions, provisions, and requirements delineated in the submission must be
specifically noted and explained by the Service Provider by May 24, 2016. The City will assume that any
Service Provider that responds to this RFP accepts all of the RFP terms, conditions, provisions and
requirements, except as expressly and specifically stated by the Service Provider in its response.

VIll. RESPONSE REQUIREMENTS AND SUBMITTAL FORMAT
Written proposals shall include all of the information required in this Request for Proposal, and may include
any additional information that the respondent deems pertinent to the understanding and evaluation of the
proposal. Submittals print size shall be 12 pt. font minimum, on 8% by 11 one sided or two. Submittals shall
include the following information:

A. Signed cover sheet (page 1) of this solicitation

B. Cover letter and Company Overview
Name of primary contact
i. Address
ii. Telephone number
iii. Email
iv. State or Federal Certification Participation Program (Small, Women-owned,
Minority, Veteran, or Disadvantaged or Historically Underutilized Business)

C. Executive Summary
Explanation outlining your firm’s under qualifications for performing this type of study.
This should include any highlights, benefits, conclusion, assumptions, or general
recommendations of the proposal.
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D. Technical Proposal, Project Understanding and Approach
All respondents shall confirm their compliance with the Procurement Features and
Functionality requirements detailed in the section VI of this RFP. The Service Provide
must clearly explain its understanding of the project and how its solution is the best
overall value to the City. This explanation shall include the overall solution and project
approach.

E. Qualifications and Experience
Provide a summary of the Service Provider’s qualifications to successfully executing this
project. Include at a minimum the following:

e Unique qualifications- What unique qualifications does the Service Provider have
that will ensure project success?

e Project team- Service Provider must demonstrate management and staff
qualifications and capability to staff and supervise the development, installation,
integration and testing of the proposed system.

e Technical capability- Service Provider must clearly demonstrate its technical
gualifications to deliver and support the installation and testing of the proposed
system. The Service Provider should demonstrate extensive knowledge and
experience in the technologies to be deployed.

e Vision- Service Provider should clearly explain its role in the e-Procurement
community and vision for e-Procurement systems. What plans does the Service
Provider have for the future and how should these plans impact the City’s
decision? What technology changes are planned that will enhance the
performance and longevity of the systems being proposed. What current or
future initiatives are the Service Provider involved with that will enhance
functionality over time?

F. Cost Proposal
The cost proposal Appendix VI shall be submitted separately in a sealed envelope.

This information is relevant to a determination of whether the cost is fair and reasonable
to the services to be provided. The City will not select this service on a low bid basis
although the cost will be one of the factors considered in selecting a Service Provider.
The City reserves the right to negotiate final fees and scope of services with the selected
Service Provider. The Service Provider shall indicate any additional work that it believes
is needed and the cost of such work separately.
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G. References
Provide a list of at least 5 client references that represent an operational configuration
that is similar to that which is being proposed.

o Site name and location

° Name and contact information

° Date of installation

o Clear indication of size of installation (e.g., number of users by role)

o Reference summary. Service Provider should briefly describe the reference

configuration and specifically why this reference is considered similar to the
system being proposed.

Each reference is required to complete the Reference Questionnaire (Appendix I11) and
the questionnaire shall be submitted with your response. Failure to return the
Reference Questionnaire shall result in a lower evaluation. The list of references must
include complete contact information (company name, contact person’s name and
signature, address, direct phone number and e-mail address) for individuals with
knowledge of the Service Provider completed work on projects that are substantially
similar to the services as outlined in this RFP.

H. Appendices
Appendix |- Local Business Enterprise shall be submitted ONLY if the entity meets the
gualifications.
Appendix lI- Non-Collusion Affidavit shall be submitted with the response.
Appendix lll- Reference Questionnaire shall be submitted with the response
Appendix IV- Cloud Computing Terms shall be submitted with the response.
Appendix V-Software Requirements shall be submitted with the response.
Appendix VI- Cost Proposal.

All responses should be submitted to Bid Online at https://bidonline.columbiasc.gov/ifas7/bidonline/

no later than June 1, 2016 at 3:00 PM. Service Providers shall deliver one (1) original UNBOUND copy, five (5)
hard copies and one (1) digital copy of the information requested above. Proposals should be prepared simply
and economically, providing a straight forward and concise response to satisfy the requirement of this Request
for Proposal. All submittals must be clearly labeled on the outside of the envelope with the following wording:
“BID#051-15-16 e-Procurement Software Module and Implementation.” All late proposals will be rejected.
The City is not responsible for late RFP’s caused by delays in mail delivery or a delay in any other method of
delivery.

IX. EVALUATION CRITERIA

The committee comprised of City employees will review each submittal based upon the criteria listed below.
The written evaluation will produce a list of the highest ranked proposals (short list) that will be selected for
possible interviews. Respondents may or may not be interviewed and the City reserves the right to conduct
interviews at its sole discretion. Oral interviews, if necessary, will be conducted June 8, 2016, in order to make
a final decision.
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The short listed Service Providers will be contacted by the Buyer via telephone or e-mail to determine their
interview date and time. Proposers should plan to have available, in person, key personnel who will be
assigned to work on the proposed project. Individuals who fail to attend the interview may not be given a
score which could jeopardize the Service Provider’s competitiveness. If awarded the project, all interview
statements will become part of the final contract.

The evaluation criteria are as follows:

Rating
RFP Evaluation Criteria Percentage
1. Cost Max. 60%

This will be calculated separately after the panel evaluation.

LBE Certification (5 additional points will be given to certified LBE approved prior
to the submission deadline)

2. Procurement System Proposal Max. 25%
Proposers will be evaluated on their compliance of the Procurement System
Features & Functionality detailed in the Scope of Services and the completeness
and quality of the documentation for the proposed system.

This will include the overall approach for coordinating and managing all work
activities to meet the implementation schedule.

3. Experience and Qualification Max. 15%
Evaluation will include relevant experience and qualifications, key personnel,
record of past performance (including reference), quality of recently completely
project, including adherence to schedules, deadlines and budgets and experience
with similar projects. Approach, methodology and understanding to the proposed
scope of work

The Service Provider’s proposed price will be evaluated separately. Each price evaluation will be objective. The
Service Provider with the lowest price will receive the maximum price points. All other proposals will receive a
proportionately lower total score. The following formula will be used to determine each Service Provider's
evaluated price score:

Lowest price proposal

X weight = Evaluated price points
Price of proposal being evaluated

The City will shortlist the highest ranked responsive and responsible, Service Providers based on the criteria in
this section, if necessary. Interview information will be sent to the short listed firms only. The City reserves
the right to interview all of the critical individuals of these entities.

The RFP does not commit the City of Columbia to pay for direct or indirect costs. Any costs associated with
RFP preparation, pre-bid conferences, selection interviews, and any other firm activity prior to award of a
contract shall be at the Service Provider’s expense.
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Rooms, meals, travel, telephone, data processing (including programming), and secretarial costs associated
with the project shall be at the SP’s expense. The Service Provider shall prepare a final draft of the report and
submit to the City electronically.

The City may opt to suggest additions and/or changes which do not alter the findings of the SP. The SP shall

then submit a final report electronically, which will be printed as needed by the City.

X. TENATIVE SCHEDULE OF EVENTS

Proposal Issue Date May 18, 2016
Non-Mandatory Pre-Proposal Meeting May 23, 2016 AT 2:30 PM
Last Day for Questions May 24, 2016 at 12:00 PM
Proposal Due Date June 1, 2016 at 3:00 PM
Interviews (If required) June 8, 2016

Intent to Award (tentatively) June 10, 2016

Council Approval June 21, 2016

Contract Commencement Date July 1, 2016

A non- mandatory pre-proposal conference will be held on May 23, 2016 at 2:30 pm in the Purchasing Division
located at 1136 Washington Street, 4™ floor, Columbia, SC 29201. Teleconference will be used for Service
Providers who are unable to physically attend and the information is provided below.

1. Please choose the access number local to you

803-726-9796
864-908-3279
843-737-7035

2. Please follow the voice prompts and, when asked, enter the Code 117719 followed by the # key. You will be
connected to the conference, if your Code is correct. If you are disconnected repeat the instructions above.

Xl. AWARD CRITERIA
It is to the sole discretion of the City to determine the award method. Awards will be made to the highest
ranked, responsive and responsible offeror whose offer is determined to be the most advantageous to the City.
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Xll.  GENERAL INFORMATION AND INSTRUCTIONS

A. Request for Proposal Process

The RFP is not a bid. In the event that the City elects to negotiate a contract with the successful respondent,
any contract shall contain at a minimum the terms and conditions (or substantially the same terms and
conditions) as hereinafter stated. The City reserves the right, in its sole discretion to reject all submissions,
reissue a subsequent RFP, terminate, restructure or amend this procurement process at any time. The final
selection and contract negotiation rests solely with the City.

No questions may be directed to or contacts made with the Mayor, other members of City Council, the City
Manager and other City staff not identified in this RFP as points of contacts during the period of time that this
RFP is made public until the final selection is made, except as otherwise provided for herein. Violation of this
prohibition may disqualify the Service Provider and/or consulting firm from further consideration.

B. Questions

Requests for additional information and questions must be submitted to:
https://bidonline.columbiasc.gov/ifas7/bidonline/

Using Bid Online, the user must be logged in, and under the Bid tab, click “Bid Questions and Answers.” The
deadline for additional information and questions is May 24, 2016 by 12:00 P.M. (EST). The City will not accept
telephone calls or visits regarding this RFP. No interpretation shall be binding unless in writing from the City of
Columbia.

C. Confidentiality

Unless otherwise required by law, and until the public opening of the proposals, all information, materials and
other documents submitted by a respondent shall not be released or made available to any person or entity
except City representatives assisting in this procurement process. Unless required by law, proprietary or
financial information submitted to the City by a respondent will not be disclosed if the respondent visibly
marks each part of the proposal that the respondent considers confidential, financial or proprietary
information with the word “Confidential.”

D. Respondent’s Duty to Inspect, Advise and Declare All Costs

Each respondent shall become fully acquainted with the City’s requirements and the scope of the services to
be provided. Respondents have a duty to request any information from the City as it deems necessary to
prepare the RFP. Such requests shall be made in compliance with Paragraph B of this section. No change order
will be granted or additional compensation permitted if it is based upon information that the respondent
knew, or should have known, as part of the respondent’s duty to become acquainted with the City’s
circumstances and requirements.
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E. Time for Receiving Proposals

Proposals submitted online prior to the time of opening will be encrypted and kept unopened. The official
whose duty it is to open them will decide when the specified time has arrived, and no bid there-after will be
considered.

F. Submittal of Proposals

All responses to this RFP must be clearly marked BID051-15-16 e-Procurement Software Module and
Implementation. A minimum of one (1) original UNBOUND copy, five (5) hard copies and one (1) digital copy
containing the proposal shall be submitted. All RFP’s shall be submitted using Bid Online no later than June 1,
2016 at 3:00 P.M. and the CDs and hard copies shall be submitted to City of Columbia Purchasing Division,
1136 Washington Street, 4™ Floor Columbia, SC 29201. All late proposals will be rejected. The City is not
responsible for late RFP’s caused by delays in mail delivery or a delay in any other method of delivery.

G. Acceptance and Rejection

Any proposals that do not conform to the essential requirements of the RFP shall be rejected. The City
reserves the right to waive informalities and minor irregularities in submittals and reserves the sole right to
determine what constitutes informalities and minor irregularities. The City also reserves the right to accept or
reject any or all proposals received in response to this RFP and to negotiate separately with competing
respondents. The City is not obligated to enter into any contract on the basis of any submittal in response to
this RFP. The City reserves the right to request additional information from any firm submitting under this RFP
if the City deems such information necessary to further evaluate the firm's qualifications.

H. Acceptance Period

Any proposal in response to this solicitation shall be valid for 120 calendar days. At the end of this time the
proposal may be withdrawn at the written request of the respondent if no award has been made. If the RFP is
not withdrawn at that time, the proposal in its entirety, including the price structure, shall remain in effect.

I. Cancellation of Proposals

Proposals may be cancelled prior to the time fixed for opening. Negligence on the part of the bidder in
submitting the proposal confers no right for the withdrawal of the proposal after it has been opened.

J. Bidders Present

At the time fixed for the opening of proposals, their contents will be made public for the information of bidders
and the general public. Offerors will not be permitted to examine the proposals until award is made.

K. Alternate Proposals

Any proposal which does not conform to the specifications contained or referenced in the invitation for Bids
may be rejected unless the invitation authorized the submission of Alternate Proposal and the equipment or
supplies offered as alternates meet the requirements specified in the invitation.
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L. Ambiguous Proposals
Bids which are uncertain as to terms, compliance to requirements and/or specifications shall be rejected.
M. Conflict of Interest

Respondents shall promptly notify the Contracts Administrator, in writing, by certified mail, of all potential
conflicts of interest for any prospective business association, interest, or other circumstance, which may
influence or appear to influence the respondent’s judgment or quality of services being provided hereunder.
Such written notification shall identify the prospective business association, interest, or circumstance, the
nature of work that such a person may undertake, and request an opinion of the City as to whether the
association, interest, or circumstance would, in the opinion of the City, constitute a conflict of interest. The
City will respond to such notification by certified mail within thirty (30) days. By submitting this proposal, the
respondent certifies that it has no conflict of interest with any employee, agent, elected official or officer of the
city or any other conflict as may be set forth herein.

No direct or indirect contact with the mayor of the City of Columbia or City of Columbia Council members will
be allowed. If such contact is made, the city reserves the right to reject the proposal.

N. Collusion

More than one proposal from an individual, firm partnership, corporation, association or related parties under
the same or different names will not be considered. If the City believes that collusion exists among
respondents, all proposals from the suspected firms will be rejected. “Related parties” means respondents or
the principals thereof, which have a direct or indirect ownership or profit sharing interest in another
respondent.

Respondents shall comply with all local, state, and federal directives, orders, and laws as applicable to this RFP
and any resulting contract.

By responding to this RFP, respondents certify that the response is made without previous understanding,
agreement, or connection with any person, firm or corporation making a proposal for the same item, and they
certify the knowledge that this would constitute an illegal action.

O. Force Majeure

Neither the City nor the Service Provider shall be liable for any excess costs if failure to perform the contract
arises out of causes beyond the control and without the fault or negligence of either party. Such causes may
include, but not restricted to acts of God or of the public enemy, acts of government in either its sovereign or
contractual capacity, fires, floods epidemics, quarantine, restrictions, strikes, freight embargos, and unusually
severe weather conditions; but in every case, the failure to perform is caused beyond the control of both the
City and the Service Provider, and without the fault or negligence of either of them.
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P. Sales Tax and/or Use Tax

Do not include any taxes that the City may be required to pay in the quote price. All prices and notations
should be printed in ink or typewritten. Upon submission of a quote, the Purchasing Division will compute 8%
sales and use tax when applicable (service and labor excluded), in determining the low bidder. This procedure
conforms to the SC Tax Commission Sales and Use Tax Regulation 447-174-95.

Q. Assignments
No contract may be assigned, sublet, or transferred without a written consent of the purchaser.
R. Manufacturers Brochures and Specifications Data

Bidders shall submit manufacturer’s brochures and specifications data as part of bid response. Submittal of
such data shall not be deemed a counter offer unless so noted on bid response sheet. Bidders failing to comply
will be deemed non-responsive.

S. Default

In case of default, the Purchaser reserves the right to purchase any or all items and/or services on the open
market, charging contractor with any excessive costs. Should such charges be assessed, no subsequent bids
and/or proposals submitted by the defaulting contractor shall be considered until the assessed charges have
been satisfied.

T. Non-Appropriations

Any contract entered into by the purchaser resulting from this request for proposal shall be subject to
cancellation without damages or further obligation when funds are not appropriated or otherwise made
available to support continuation of performance in a subsequent fiscal period or appropriated year.

U. Bid Opening Delay

If it becomes necessary to postpone a bid opening, the procurement officer shall issue the appropriate
amendments to the solicitation postponing or rescheduling the bid opening. When the purchasing agency is
closed due to force majeure, bid opening will be postponed to the same time on the next official business day.

V. Exceptions
Not withstanding any prior negotiations, the specifications and terms and conditions provided herein take

precedence. Formal objection is hereby made to any or different terms proposed by bidders unless listed on a
separate sheet labeled “Exceptions”, and agreed to in writing by the City of Columbia.
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Xill. TERMS AND CONDITIONS
A. Commencement of Services

The successful respondent shall commence the project and prepare the recommendations as soon as practical
after the award of the contract.

The RFP is not a bid. In the event the City elects to negotiate a contract with the successful respondent, any
contract shall contain at a minimum the terms and conditions (or substantially the same terms and conditions)
as hereinafter stated. The release of this solicitation is no guarantee of an award of a contract.

B. Non-Discrimination in Contracting Policy

In carrying out the program, the Contractor shall not discriminate against any employee or applicant for
employment because of race, color, religion, sex, sexual orientation or national origin. The Contractor shall
take affirmative action to ensure equal employment opportunities for all applicants for employment, without
regard to their race, creed, color, religion, ancestry, sex, sexual orientation, national origin, disability or other
handicap, age, marital status, or status with regard to public assistance. Such action shall include, but not be
limited to, the following: employment, upgrading, demotion, or transfer; recruitment or recruitment
advertising; layoff or termination; rates of pay or other forms of compensation; and selection for training,
including apprenticeship. The Contractor shall post in conspicuous places, available to employees and
applicants for employment, notices to be provided by the government setting forth the provisions of this
nondiscrimination clause. The Contractor will incorporate these nondiscrimination requirements in all
subcontracts for program work.

C. Indemnification

The respondent will agree to indemnify, defend, hold harmless and reimburse the City, its agents, and
employees from and against any and all losses, liabilities, expenses, and all claims for damages of any nature
whatsoever relating to or arising out of any action or failure to act by respondent, its subcontractors, officers,
agents and employees of any of the obligations under the contract. Losses, liabilities, expenses and claims for
damages shall include, but will not be limited to, civil and criminal fines and penalties, loss of use or services,
bodily injury, death, personal injury, or injury to real or personal property, defense costs, legal fees and costs,
and attorney’s fees for an appeal.

The respondent will also agree to promptly notify the City of any civil or criminal actions filed against the
respondent or of any notice of violation from any federal or state agency, or of any claim as soon as practical
as relates to the services provided. The City, upon receipt of such notice, shall have the right at its election to
defend any and all actions or suits or to join in defense.
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D. Bonding, Licenses, Permits and Taxes
It shall be the responsibility of the contractor to secure all Local, State, and/or Federal License and Permits
required by law, state or ordinance to perform work.

All costs for required bonding, permits, licenses and taxes shall be borne by respondent prior to executing a
contract with the City.

Where proposers are required to enter or go onto City of Columbia property to deliver

materials or perform work or service as a result of a proposal award, the successful proposer will assume the
full duty, obligation and expense of obtaining all necessary licenses, permits and insurance and assure all work
complies with all applicable Richland County and City of Columbia building requirements and State of South
Carolina Building Code. The bidder shall be liable for any damages of loss to the City occasioned by negligence
of the bidder (or agent) or any person the bidder has designated in the completion of the contract as a result
of his or her bid.

E. Ownership of Data

All data and other information generated by or used by the respondent in any form whatsoever, is the
property of the City and shall not be used by the respondent for any purpose whatsoever except to perform
the requested service.

F. Termination

The City may terminate the contract at any time upon any of the following grounds: 1) Failure by the City to
appropriate funds in its budget to pay the respondent for the requested service; 2) The respondent fails to
perform any of the services required in the contract, and does not correct such deficiency within fifteen (15)
days after having been notified of such deficiency by the City; 3) force majeure; 4) Upon expiration of the term
of the agreement; 5) by mutual agreement; and 6) For the convenience of the City, at the City’s discretion, for
any reason whatsoever deemed to be in the best interests of the City.

In the event that the contract is wrongfully terminated under any of the other grounds enumerated herein,
termination shall be treated as a termination for convenience. If the contract is terminated for convenience,
or wrongfully terminated upon any of the other grounds enumerated herein, the Contractor shall be entitled
to payment as follows: the actual cost of the work completed in conformity with the agreement plus ten
percent (10%) for overhead and profit. There shall be deducted from such sums as provided in this
subparagraph the amount of any payments made to the Contractor prior to the date of termination of the
agreement. The contractor shall not be entitled to any claim against the City for any additional compensation
or damages in the event of such termination and payment.

G. Whole Agreement

The contract shall contain the entire agreement between the City and respondent. In order to be binding, any
modification thereof shall be in writing and signed by the City and the respondent.
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H. State Law Applicable

The contract shall be construed in accordance with the laws of the State of South Carolina. The respondent
agrees to subject itself to the jurisdiction and venue of the Circuit Courts in Richland County, State of South
Carolina as to all matters and disputes arising or to arise under the contract and the performance thereof. The
City may seek attorney’s fees and the respondent agrees to pay such fees as awarded by the Court or other
body. No attorney’s fees may be sought by nor will be paid to the respondent.

I. Breach/Waiver

The failure of either the respondent or the City to insist upon performance of any provisions of the contract
shall not be deemed to be a waiver of the right to insist upon strict performance of such provision or of any
other provision of the contract at any time. Waiver of any breach of the contract by the respondent or the
City shall not constitute a waiver of a subsequent breach.

J. Severability

In the event that any provision of the contract is determined to be void or unenforceable, all other provisions
shall remain in full force and effect.

K. Successorship

The contract shall be binding upon the respondent and upon its successors and assignees. The contract shall
be binding upon the City in accordance with its terms and provisions.

L. Protest Procedures

1. Right to protest: Any actual or prospective bidder, offeror, respondent, or subcontractor who is
aggrieved in connection with the solicitation or award of a contract may protest to the
appropriate procurement officer. The protest setting forth the grievance shall be submitted in
writing within five (5) days after such aggrieved persons know or should have known of the
facts giving rise thereto, but in no circumstance after 10 days of notification of the award of the
contract.

2. Authority to resolve protests: The appropriate procurement officer shall have the authority,
prior to the commencement of an administrative review as provided in this article, to settle and
resolve a protest of an aggrieved bidder, offeror, respondent or subcontractor, actual or
prospective, concerning the solicitation or award of a contract. This authority shall be applied
in @ manner consistent with regulations or laws governing the procurement of supplies, services
and construction for the City.

3. Decision: If the protest is not resolved by mutual agreement, the appropriate procurement
officer shall issue a decision in writing within 10 days. The decision shall state the reasons for
the action taken.
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4. Notice of decision: A copy of the decision under Number 3 above of this section shall be mailed
or otherwise furnished immediately to the protestant and any other party intervening.

5. Finality of decision: A decision under Number 3 of this section shall be final and conclusive,
unless fraudulent, or unless any person adversely affected by the decision requests a review in
writing, setting forth the grievance to the City Manager within 10 days of the decision. The
protestant may also request an interview with the City Manager.

6. Request for review. The request for a review shall not stay the contract unless fraudulent.
M. Insurance

The contractor shall procure and shall maintain during the life of this contract, whether such operation be by
himself or by a subcontractor or anyone directly or indirectly employed by either of them, such insurance as
required by statute, ordinance, or this contract, to adequately protect the owner from any claims or damages
including bodily injury or death, which may arise from them during operations under this contract.

Each insurance policy required by these instructions shall be endorsed to state that coverage shall not be
suspended, voided, OR cancelled by either party, reduced in coverage or in limits, unless thirty (30) days prior
written notice, by certified mail, return receipt requested, has been given to the City.

Workers Compensation Insurance - The contractor shall procure and shall maintain during the life of this
contract, $500,000.00, Workers Compensation Insurance for all employees to be engaged in work on the
project under this contract, and in case any work is sublet, the contractor shall require the subcontractor
similarly to provide Worker Compensation Insurance for all of the latter employees to be engaged in such
work unless such employees are covered by the protection afforded by the contractor’s Worker Compensation
Insurance. The contractor shall not permit any person who is not protected by Workers Compensation
Insurance or a properly approved Self-Insured Workers Compensation Program to perform any activity related
to this contract.

Liability Insurance - The contractor shall procure and maintain for the duration of the contract insurance
against claims for any injuries to persons or damages to property,
which may arise form or in connection with the performance of the work by the contractor, his agents, or
representatives, employees or subcontractors.

a.) Owner & Contractor’s Protective Liability Policy - Issued in the City of Columbia an owner in
an amount not less $2,000,000.00 per occurrence combined single limit for bodily injury,
personal injury, and property damage with an aggregate liability not less than
$2,000,000.00.

b.) Commercial General Liability Insurance: Coverage in an amount not less the 1,000,000.00
per occurrence, and $2,000,000.00 aggregate combined single limit for bodily injury,
personal injury, and property damage, naming the City of Columbia as an additional insured.

c.) Automobile Liability Insurance- $500,000.00 combined single limit per accident for bodily
injury and property damage.
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O. Delays

If delay is foreseen contractor shall give thirty (30) days prior written notice to the Purchasing Department.
The City has the right to extend delivery date if reasons appear, in the sole discretion of the City, to be valid.
Contractor must keep the City advised at all times of status of order. Default in promised completion times
without accepted reasons) or failure to meet specifications, authorizes the Director of Procurement to
purchase supplies, equipment or services elsewhere and charge full increase in cost and handling to
defaulting contractor.

P. Subcontractors

Contractors planning to subcontract a portion of this contract will need to identify and submit a list with their
bid of their proposed subcontractors. The City has the right to check the subcontractors’ background and
make a determination on either approving or rejecting the use of a proposed subcontractor. Any negative
response may result in the disqualification of the subcontractor. The use of subcontractors will not relieve
prime contractor of any obligations and the awarding contractor remains liable for full and satisfactory
performance per the contract term and conditions.

R. Term of Agreement

Term: The materials, goods, and services to be provided under this contract shall be for a period of 3 year(s)
unless earlier terminated by either party as provided herein. The contract shall expire at the end of the term
unless an extension has been requested by either party and agreed to in writing by both parties prior to the
expiration of the term. The decision whether to extend the contract, upon written request, shall be in the sole
and exclusive discretion of the party receiving the request and neither party shall be under any obligation to
agree to an extension of the initial term or any additional term.

S. Ethics

The Contractor is subject to the provisions of the 1991 Ethics Reform Act (8-13-100, et seq, South Carolina
Code of Laws, 1976, as amended). Under this Act, “A person may not, directly or indirectly, give, offer, or
promise anything of value to a public official, public member, or public employee with intent to:

(1) influence the discharge of a public official’s, public member’s, or public employee’s official responsibilities;
(2) influence a public official, public member, or public employee to commit, aid in committing, collude in, or
allow fraud on a governmental entity; or

(3) induce a public official, public member, or public employee to perform or fail to perform an act in violation
of the public official’s, public member’s, or public employee’s official responsibilities. “Anything of value”
includes, but is not limited to, lodging, transportation, entertainment, food, meals, beverages, money, gifts,
honorariums, discounts and interest-free loans.

Revised February 11, 2016
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XIV. APPENDICES

Appendix |- Qualification Statement (LBE)
Appendix lI- Non-collusion Affidavit
Appendix IlI- Reference Questionnaire
Appendix IV- Cloud Computing Terms
Appendix V- Software Requirement
Appendix VI- Cost Proposal

Appendix VII- City of Columbia Holiday Schedule
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APPENDIX |- QUALIFICATION STATEMENT (LBE)
City of Columbia
Quialification Statement

Local Business Enterprise (LBE)

(DEPARTMENT OF UTILITIES & ENGINEERING)
REVISED 10.15.14

By checking all boxes below, | certify that My Company meets all of the following qualifications below to be eligible for
the local vendor preference. | understand qualifications wi// be researched and verified by the Compliance Team. The
City reserves the right to audit the company’s qualifications to be eligible for the local vendor preference as the City
deems necessary in the best interests of the City and at least once every four years. A company must be certified PRIOR

to bid openings. Yes, my company:

[ Is independently owned and operated (Ownership of a local business must be direct, independent, and by individuals
and/or other businesses within the Columbia-Newberry CSA. Company may be asked to provide additional documented
verification including most current individual or corporate state and/or federal tax return, etc.).
[ 1 Is in good standing with State of South Carolina (LBE firm must be in good standing with the State of South Carolina
regarding its payments of taxes and required business licenses).
Has a business license in one of the 7 counties making up the CSA jurisdiction.

[] Has at least one year of presence within the CSA Jurisdiction (LBE must have presence within any of the 7 CSA
jurisdictions for at least one year prior to applying for LBE Certification issued by the City of Columbia).

7 CSA Jurisdictions include: Calhoun, Fairfield, Kershaw, Lexington, Newberry, Richland and Saluda.

O Has at least 50% of employees residing within any of the 7 CSA jurisdictions. Applicant must attach a list of all
owner/employee addresses and submit with this Qualification Statement - - Names are optional, give street address, city,
state & zip. (This rule applies to full-time, part-time and contract employees.)

Note: Term of certification: Certification is valid for a period of 4 years from issue date. 30 days prior to expiration
LBE may submit documentation to re-qualify. The City reserves the right to audit and recertify once every four years.
Company Name:

Address:

Type of Products or Services:

Current Business License Number: County?
Phone Number: Email: COC Vendor#

I certify with my signature below that all of the information given above is true and accurate to the best of my
knowledge. | also recognize that by signing that any false information indicated above may lead to penalties or
sanctions by any of the 7 CSA jurisdictions.

Owner’s Name: (Print) (Signature)
NOTARY - Sworn to before me this day of 20

Notary Public for the State of My Commission Expires:

Notary Name: (Print) (Signature)

---—s----:-_8b-4-r--———-—-$::r:r-rr-rrrr—i—
Please submit this document to:
Department of Utilities and Engineering Tel: (803) 545 3369

Attn: LBE Administrator / Team Fax: (803) 545-4130
1136 Washington Street, 5" Floor Email: agdriggers@columbiasc.net
Caliimhia QC ’_)0_701 .
[J Qualified/ [ Not Qualified: Date:

(Compliance Authorized Signature)
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APPENDIX 11- NON-COLLUSION AFFIDAVIT

State of )
)ss.
County of )

being first duly sworn, deposes and says that:

(1) He is of , the Bidder that has
submitted the attached Bid:

(2) He is fully informed respecting the preparation and contents of the attached Bid
and of all pertinent circumstances respecting such Bid:

(3) Such Bid is genuine and is not a collusive or sham Bid:

(4) Neither the said Bidder nor any of its officers, partners, owners, agents, representatives,
employees or parties in interest, including this affidavit, has in any way colluded, conspired,
connived or agreed, directly or indirectly with any other Bidder, firm or person to submit a collusive
or sham in connection with the Contract for which the attached Bid has been submitted or to retain
from bidding in connection with such Contract, or has in any manner, directly or indirectly, sought
by agreement or collusion or communication or conference with any other Bidder, or to secure
through any collusion, conspiracy, connivance or unlawful agreement any advantage against the
City of Columbia, S.C. or any person interested in the proposed Contract; and

(5) The price or prices quoted in the attached Bid are fair and proper and are not tainted by any
collusion, conspiracy, connivance or unlawful agreement on the part of the Bidder or any of its
agents, representatives, owners, employees, or parties in interest, including this affidavit.

(Signed)

(Title)
Subscribed and sworn to before me

this day of ,20

(Notary Public)
My commission expires
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APPENDIX Ill- REFERENCE QUESTIONNAIRE
BID#051-15-16: e-Procurement Software Module and Implementation

Service Provider Name:

Please answer the questions below in reference to the Service Provider listed above. You are receiving this
reference because the firm has provided your entity with e-procurement system solutions within the past five
(5) years. Your response to the questions below will be most helpful in the selection process. (Please print
legibly)

1. Did your entity have an e-procurement system from the Service Provider?

2. Did the Service Provider provide these services for you in the past 5 years?

3. Was the system customizable to your entity needs? Please provide brief details.

4. Did the system allow for various comprehensive reports?

5. Was customer support/service readily available? Did you experience any issues?

6. Did the Service Provider provide training to your entity staff as necessary? If not, explain.
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7. Did the Service Provider support the registered bidders with issues such as registration, submitting
responses, etc.?

8. Did the bidder community provide feedback (positive or negative) on the e-procurement system? If so,
please provide some of the feedback.

9. Did you experience any performance-related issues during the contract? If so, please explain in detail.

10. Now after having these services from the Service Provider are there any things that you wish you had
known in advance before contracting with them?

11. On a scale of 1 to 5, with 5 being the highest, how satisfied were you with the services provided? If
rated less than 5, please state the reason.

1 2 3 4 5
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To be completed by the person completing this Reference Questionnaire

Reference Entity Name:

Contact Name:

Contact Signature:

Address:

Email:

Phone Number:

Date:

32



DEPARTMENT of INFORMATION TECHNOLOGY

Cloud Computing Terms & Conditions

1401 Main Street, Suite 1000 Tel: 803-737-4210
Columbia, SC 29201 Fax: 803-737-4228

This policy defines the approved contractual clauses a vendor must meet when submitting
their systems or application for consideration as part of the City's infrastructure.

ltem

Criteria

Acknowledgement
(Y, N, N/A or List)

1

Ownership of Information. The City of Columbia, SC shall own all
rights, titles and interest on data that is related to the services provided by
this contract. (Requirement — non-negotiable)

Privacy of Information

Protection of personal privacy must be an integral part of the business
activities of the Service Provider to ensure that there is no inappropriate
use of City of Columbia, SC information at any time. To this end, the
Service Provider shall comply with the following conditions: Personal
information obtained by the Service Provider will become and remain
property of the City of Columbia, SC. At no time will any information,
belonging to or intended for the City of Columbia, SC, be copied,
disclosed, or retained by the Service Provider or any party related to the
Service Provider for subsequent use in any transaction that does not
include the City of Columbia, SC. The Service Provider may not use any
personal information collected in connection with the service issued from
this proposal for any purpose other than fulfilling the service.

When requested by the City of Columbia, SC, the provider must destroy
all requested data in all of its forms, disk, CD / DVD, tape, paper, for
examples. Data shall be destroyed according to National Institute of
Standards and Technology (NIST) approved methods and certificates of
destruction must be provided to the City of Columbia, SC.

The Service Provider shall not store or transfer City of Columbia, SC data
outside of the United States. (Requirement — non-negotiable)

The Service Provider must inform the City of Columbia, SC of any
security breach or detection of any suspicious intrusion that is or has
occurred that jeopardizes the City of Columbia, SC data or processes.
This notice must be given to the City of Columbia, SC within 24 hours of
its discovery. Full disclosure of the assets that might have been
jeopardized must be made. In addition, the Service Provider must inform
the City of Columbia, SC of the actions it is taking or will take to reduce
the risk of further loss to the City of Columbia, SC. If the breach requires
public notification, all communication shall be coordinated with the City
of Columbia, SC.
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6 The Service Provider must encrypt all data in transit to the cloud.
(Requirement — non-negotiable)

7 The Service Provider shall disclose to the City of Columbia, SC a
description of their roles and responsibilities related to electronic
discovery, litigation holds, discovery searches, and expert testimonies.
The provider shall disclose its process for responding to subpoenas,
service of process, and other legal requests.

8 In the event of termination of the contract, the Service Provider shall
implement an orderly return of City of Columbia, SC assets and the
subsequent secure disposal of City of Columbia, SC assets.

Suspension of services:

During any period of suspension, the Service Provider will not take any
action to intentionally erase any City of Columbia, SC Data.
Termination of any services or agreement in entirety:

In the event of termination of any services or agreement in entirety, the
Service Provider will not take any action to intentionally erase any City of
Columbia, SC Data for a period of 90 days after the effective date of the
termination. After such 90 day period, the Service Provider shall have no
obligation to maintain or provide any City of Columbia, SC Data and
shall thereafter, unless legally prohibited, delete all City of Columbia, SC
Data in its systems or otherwise in its possession or under its control.
Post-Termination Assistance:

The City of Columbia, SC shall be entitled to any post-termination
assistance generally made available with respect to the Services unless a
unique data retrieval arrangement has been established as part of the
Service Level Agreement.

9 The Service Provider shall:

1. Ensure that City of Columbia, SC information is protected with
reasonable security measures,

2. Promote and maintain among the Service Provider's employees and
agents an awareness of the security needs of the City of Columbia, SC's
information,

3. Safeguard the confidentiality, integrity, and availability of City of
Columbia, SC information,

4. Ensure that appropriate security measures are put in place to protect the
Service Provider's internal systems from intrusions and other attacks

5. The Service Provider will make the City of Columbia, SC’s data and
processes available to third parties only with the express written
permission of the City of Columbia, SC.

10 The Service Provider shall not:

1. Utilize any staff (including sub-contractors) to fulfill the obligations of
the contract who has been convicted of a felony or class A misdemeanor.
2. Access City of Columbia, SC user accounts or data, except (i) in the
course of data center operations, (ii) response to service or technical
issues or (iii) at City of Columbia, SC’s written request.

Page 2 of 4




DEPARTMENT of INFORMATION TECHNOLOGY

1401 Main Street, Suite 1000 Tel: 803-737-4210
Columbia, SC 29201 Fax: 803-737-4228

SOW

11 The Service Provider must allow the City of Columbia, SC access to
system logs, latency statistics, etc. that affect its data and or processes.

12 The Service Provider must allow the City of Columbia, SC to audit
conformance to the contract terms and test for vulnerabilities. The
City of Columbia, SC may perform this audit or contract with a third party
at its discretion.

13 Advance notice (to be determined at contract time) must be given to the
City of Columbia, SC of any major upgrades or system changes that the
Service Provider will be performing. The City of Columbia, SC reserves
the right to defer these changes if desired.

14 The Service Provider shall disclose its security processes and technical
limitations to the City of Columbia, SC such that adequate protection and
flexibility can be attained between the City of Columbia, SC’s and the
Service Provider. An example might be virus checking and port sniffing —
the City of Columbia, SC and the Service Provider must understand each
other’s roles and responsibilities.

15 The Service Provider will cover the costs of response and recovery from a
data breach if it is determined Service Provider is negligent. The City of
Columbia, SC will expect to recover all breach costs from the Service
Provider.

16 The City of Columbia, SC will provide requirements to Service Provider
for encryption of the data at rest.

17 The Service Provider shall have robust compartmentalization of job
duties, perform background checks, require/enforce non-disclosure
agreements, and limit staff knowledge of customer data to that which is
absolutely needed to perform job duties.

18 The Service Provider will provide documentation of internal and external
security controls, and their compliance level to industry standards.

19 The City of Columbia, SC and the provider shall identify a collaborative
governance structure as part of the design and development of service
delivery and service agreements.

20 The City of Columbia, SC must have the ability to import or export data
in piecemeal or in its entirety at its discretion without interference from
the Service Provider.

21 The Service Provider will be responsible for the acquisition and operation
of all hardware, software and network support related to the services
being provided. The technical and professional activities required for
establishing, managing, and maintaining the environment are the
responsibilities of the Service Provider. The environment and/or
applications must be available 24 hours per day, 365 days per year,
providing around the clock service to customers.

(Exceptions will be defined in SOW)
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22 The hosting site environment should include redundant power, fire
suppression, and 24 hours per day, 365 days per year onsite security. The
hosting environment should include redundant Internet connectivity,
redundant firewalls, Virtual Private Network (VPN) services, secured
remote access methods, fault tolerant internal network with gigabit
Ethernet backbone, clustered central file and database servers, load
balanced, application, and web servers, hardware, accelerator, three tier
development environment, nightly backups, and 24x365 monitoring of all
services and servers.

23 The Service Provider shall identify all of its strategic business partners
who will be involved in any application development and/or operations.

24 The City of Columbia, SC shall have the right at any time to require that
the Service Provider remove from interaction with City of Columbia, SC
any Service Provider representative who the City of Columbia, SC
believes is detrimental to its working relationship with the Service
Provider. The City of Columbia, SC will provide the Service Provider
with notice of its determination, and the reasons it requests the removal. If
the City of Columbia, SC signifies that a potential security violation exists
with respect to the request, the Service Provider shall immediately remove
such individual. The Service Provider shall not assign the person to any
aspect of the contract or future work orders without the City of Columbia,
SC’s consent.

25 The Service Provider will ensure the City of Columbia, SC’s Recovery
Time Objectives (RTOs) are met as outlined in the SOW.

26 The Service Provider shall ensure that City of Columbia, SC backed-up
data is not commingled with other cloud service customer data.

27 SLA/SOW - Return of Customer Data/Unigue Post Termination:

The Service Provider shall make available to the City of Columbia, SC all
Customer Data in a City of Columbia, SC defined format based on vendor
and City of Columbia, SC platforms including:

Database, O/S and physical media, along with attachments in their native
format.

28 The Service Provider will provide adequate support personnel as outlined
in the SLA/SOW.

Company name:

Representative:

Signature: Date:
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This document defines the approved minimum software requirements a vendor must meet when
submitting their systems or applications for consideration as part of the City’s infrastructure.
The following is the list of criteria that should be adhered to:

Item | Criteria Acknowledgement
(Y, N, N/A or List)

1 Is this an externally hosted solution? If yes, refer to the document “Cloud
Computing Terms & Conditions”.

2 Virtual environment software is preferred. Is the software application
qualified to run in VMWare? Are there any specific requirements?

3 For web-based solutions, Microsoft Internet Explorer 9 is the preferred
browser. Is this web-based solution compatible with IE 9? If not, identify
browser types and versions supported.

4 All web-based applications should be able to run without utilizing
ActiveX controls.

5 Any client-server application must run without modification to our
Microsoft environment, currently Windows 7 desktop OS and Windows
2003 R2 and 2008 R2 server OS.

6 The client software is required to run within Microsoft’s recommended
security “Default User” profile, neither Administrator nor Power User
rights are permitted. Applications must be run as a non-privileged user.

7 All solutions must work with file and print sharing disabled on
workstations.

8 All solutions should accommodate and function correctly with the
Windows firewall being enabled on all workstations

9 Does the application require Microsoft Windows firewall ports to be
opened? If so, list the required ports.

10 Server-based software should run as a service and not as an application.
(i.e. the software should not require a continuous login on the server
in order to function properly.)

11 Does the software meet the Microsoft Certified Windows Logo program
certification? Certified software is the preferred solution.

12 If the software has a GIS component, the software should be ESRI
compliant for geospatial referencing.

13 For any type of database used, the vendor must provide the entity
relationship diagram, the table & field structure diagram and the
identification of primary and foreign keys used.

14 All applications should be fully documented and configuration parameters
outlined.

15 Maintenance cost and manpower requirement estimates need to be

projected and presented for the first 5 years of support for any hardware or
software installed.
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16 Vendor remote access is restricted for security purposes. Vendor must
provide all remote access software required, such as Web-Ex or Go to
Assist to provide remote connectivity. All access methods must be pre-
approved by COC-IT before accepted.

17 Does software require SMTP connection to an email server?

18 Software solutions utilizing AD or LDAP integration are preferred. Does
this solution integrate with Microsoft Active Directory?

19 Does software maintenance and support begin upon implementation (go-
live) rather than installation?

20 Does your software have a public facing element? If so, answer A and B,

A | Does your software or will your software pass an industry standard
security scan/penetration test in a public facing environment?

B | Would you be willing to provide a demo of your solution that would
allow us to perform a security scan/penetration test prior to purchase?

21 Does your software support user upload of documents from a public-
facing element? If so, answer A through J.

What are the types of documents that can be uploaded?

W >

Are uploaded documents compressed? If so, what is the
compression ratio?

C | Can your software control type and size limitations on uploaded
documents?

Where does your software store uploaded documents?

Does the software have a purge function for the uploaded documents?

MmO

Are uploaded documents scanned? If so, for what? Threats, complete
files, etc.

G | Does your software allow infected documents to be uploaded, or are
infected documents detected at the point of upload?

Does your software provide notification of a successful document upload?

—|T

If an infected document is successfully uploaded, but quarantined
following the upload, will the software provide any notification that the
document did not reach the intended location?

J | Does you software interface with any anti-virus solutions, preferably
Trend Micro?

ONLY the COC IT Department can grant any exception to the above requirements.

Company name: __

Representative:

Signature: Date:
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Appendix VI- Cost Proposal

Description . Unit Price | Year 1 5 Year Estimate

Licensing (Annual Hosting
Subscription)

Core

User

Setup Charge, if applicable

Customization/Configuration

Total (do not include tax)

Description Qty. | Unit Price | Year 1 5 Year Estimate

Additional Services

Training Hours (online)

Training Hours (onsite)

Technical Services

Total (do not include tax) -

This services will not be evaluated.

Description Qty. | Unit Price | Year 1 5 Year Estimate

Optional Services

Small Quotes & Informal
Solicitation Module

Reverse Auctions Module

Support

Total (do not include tax)
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APPENDIX VII- CITY OF COLUMBIA HOLIDAY SCHEDULE

We Are Columbia

The following is the Holiday schedule for calendar year 2016

Holiday- 2016

*Official & Designed Day-Date- 2016

New Year’s Day

Friday—January 1, 2016

Martin Luther King, Jr. Day

Monday—January 18, 2016

Friday before Easter

Friday—March 25, 2016

Memorial Day

Monday—May 30, 2016

Independence Day

Monday—lJuly 4, 2016

Labor Day

Monday—September 5, 2016

Thanksgiving Day

Thursday—November 24, 2016

Day after Thanksgiving Day

Friday—November 25, 2016

Day in conjunction with Christmas

Friday—December 23, 2016

Christmas Day

Monday—December 26, 2016

33
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